
June 27, 2025 

To whom it may concern: 

 

Company name: Nippon Ceramic Co., Ltd. 

Name of representative: Shinichi Taniguchi 

Representative Director and President 

(Securities code: 6929; Prime Market) 

Inquiries: Kiyoshi Honjo 

Executive Officer in charge of accounting 

Telephone: +81-857-53-3838 

 

(Progress of Disclosure Matter) Notice Regarding Unauthorized Access to Data 

Server 

 

We previously announced in the “Notice Regarding Unauthorized Access to Data Server” that our 

data server had been illegally accessed by a third party (the “Attacker”) on April 8, 2025 (the 

“Unauthorized Access”) .  We have received the results of an investigation conducted by external 

professionals into the cause and means of intrusion, and it has been confirmed that there was leakage 

of some information related to our business partners and other relevant parties.  We hereby 

announce the facts as of now and our next steps.  Please note that the information contained herein 

is subject to change if new facts or changes in the facts are confirmed as a result of further 

investigation. 

We deeply apologize for any inconvenience and concern this may cause to our business partners 

and other relevant parties. 

 

1. Background and status of the Unauthorized Access 

On April 7, 2025, at around 8:00 a.m., a failure in our data server was detected, and upon 

investigation, it was confirmed that the data server had been subject to the Unauthorized Access by 

the Attacker on April 5, 2025.  Upon confirming this data breach, we immediately prevented access 

to all information equipment, including the affected data server, from both the Internet and our 

internal networks, in order to prevent further damage.  Additionally, we promptly implemented 

security measures by, among other things, reporting the Unauthorized Access to external 

professionals, including a cybersecurity service provider.  Although there was temporary disruption 

to operations due to the above measures, there was no effect on our business such as production and 

shipments, owing to the measures taken by us such as restoring terminal PCs the security of which 

we have confirmed sequentially since April 8, 2025. 



In the course of the investigation conducted by external professionals to date, it has been confirmed 

that the information in the table below has been leaked to external parties. 

 

Information confirmed to have been leaked 

Personal information 

(Approximately 900 people) 

・Information on our business partners 

Name, company name, department, title, business 

telephone number, business e-mail address, etc. 

・ Information on our employees (including former 

employees) 

Name, department, title, etc. 

Information about our business 

partners 

(Approximately 350 companies) 

・Information on our business partners 

Company name, product information, transaction 

volume, etc. 

 

In the course of the investigation to date, it has been confirmed that the information in the table 

below may have been leaked to external parties. 

 

Information which may have been leaked 

Personal information 

(Approximately 37,600 people) 

・Information on our business partners 

Name, company name, department, title, business e-

mail address, etc. 

・Information on our shareholders (including our former 

shareholders) 

Name, address, shareholder number, telephone number, 

number of shares held (as of the end of June and 

December respectively, from 2015 to 2024), etc. 

・ Information on our employees (including former 

employees) 

Name, date of birth, age, address, telephone number, e-

mail address, basic-pension number, insurer number, 

passport number, driver’s license number, individual 



number, department name, title, etc. 

・Information on applicants for employment with us 

Name, date of birth, age, address, telephone number, e-

mail address, etc. 

Information about our business 

partners 

(Approximately 1,500 companies) 

・Information on our business partners 

Company name, product information, transaction 

volume, etc. 

 

We have reported the Unauthorized Access to the Personal Information Protection Commission, 

and we are continuing to investigate this case — including as to whether further information has 

been leaked — in cooperation with the police, external professionals, and an outside professional 

investigation company.  At present, no secondary harm has been confirmed, such as misuse of the 

leaked information, but we will continue our efforts to ascertain and monitor the situation. 

Inquiries regarding the Unauthorized Access should be directed to the points of contact listed at the 

end of this notice under “For inquiries regarding the Unauthorized Access”.  If you receive any 

contact that you do not recognize, or if you suspect any secondary harm, such as misuse of leaked 

information, please inform us. 

 

2. Our next steps 

We will give top priority to the prevention of secondary harm, and in due course we will notify 

individually those whose information has been confirmed to have been leaked as well as those 

whose information is suspected to have been leaked.  Please note that we will not be able to notify 

individual business partners and other relevant parties whom we are unable to contact for reasons 

such as inability to confirm contact information, and instead this notice serves as notification.  We 

will continue our investigation with the assistance of external professionals, and if and when we 

discover new information that has been confirmed to have been leaked or is suspected to have been 

leaked, we will offer our apologies and explanations to those affected. 

In addition, we have suspended the usage of the affected data server and system, and we are making 

significant efforts to ensure that there will be no disruption to production and delivery of our 

products, by using networks which are completely isolated and terminals that have been confirmed 

to be safe.  We have been taking measures for information security to date, and we take this 

situation very seriously and will take further measures to strengthen our security and monitoring 

systems, while receiving advice and undergoing checks from external professionals. 

The impact of the Unauthorized Access on our earnings forecast is currently under scrutiny, and we 

will promptly announce publicly any matters that need to be disclosed. 



 

If you have any questions regarding the above, please contact us at the points of contact listed 

under “For inquiries regarding the Unauthorized Access”. 

 

We deeply apologize once again for any inconvenience and concern this may cause to our business 

partners and other relevant parties. 

 

For inquiries regarding the Unauthorized Access 

Reception hours: 10:00-17:00 (except Saturdays, Sundays and national holidays) 

 

・For inquiries regarding information about our business partners and personal information on our 

business partners 

Contact Inquiry phone number 

Sensor Application Division (Tokyo Sales Office)  03-6722-6570 

In-vehicle Sensor Management, Ultrasonic Sensor Division 

(Osaka sales office) 

06-6838-2765 

In-vehicle Sensor Management, Current Sensor Division & 

Sensor Device Development Department 

0857-53-3865 

Magnetic Materials Application Management 0857-53-3531 

General Affairs, IR 0857-53-3503 

 

・For inquiries regarding personal information (except personal information on our business partners) 

Contact Inquiry phone number 

General Affairs, IR 0857-53-3503 

 


